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4. Text Classification2. Image Classification

3. Object Detection 5. Text Generation

6. Ablation Study

Definition. The process of adding alterations (poisons) to the dataset, 
model, or embedding, with the objective to control the model's 
predictions is known as Data Poisoning.
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Clean-label: 0.00197% 
(1200/60614)

Label-flipping: 0.0009% (60/60614)

What percent of the 

perturbations are 

enough?

Attacks vs Defenses* SST-2 hsol

Attacks Metrics None FT BKI CUBE None FT BKI CUBE

No Attack Acc ↑ 89.951 - - - 95.342 - - -

BADNET
[Arxiv 2017]

Acc ↑ 89.621 91.488 91.543 92.641 95.05 95.412 95.211 95.412

ASR ↓ 73.355 27.522 38.596 26.316 92.834 82.931 91.948 82.931

AddSent
[IEEE Access, 2019]

Acc ↑ 91.653 91.378 92.092 91.269 95.412 95.211 95.694 95.211

ASR ↓ 92.654 87.939 88.706 67.873 99.517 69.324 94.364 69.324

Label-flipping
[NeurIPS, 2022]

Acc ↑ 91.433 91.543 91.269 91.708 95.372 95.694 95.573 95.694

ASR ↓ 100 100 100 84.868 100 99.919 98.712 99.919

Mix
[NeurIPS, 2022]

Acc ↑ 90.719 91.543 91.763 92.147 95.412 95.332 95.412 95.332

ASR ↓ 100 100 95.175 85.417 100 99.678 99.758 99.678

SynBkd
[IJCNLP, 2021]

Acc ↑ 91.378 91.928 91.653 91.653 94.93 95.372 95.332 95.372

ASR ↓ 65.789 48.684 35.088 35.088 91.063 33.414 73.591 33.414

TrojanLM
[EuroS&P, 2021]

Acc ↑ 91.488 91.269 91.378 91.378 94.849 95.091 95.292 95.091

ASR ↓ 81.689 80.044 40.461 40.461 99.919 82.931 97.504 82.931

SOS
[IJCNLP, 2021]

Acc ↑ 90.555 90.39 90.39 91.873 94.849 95.453 95.171 95.453

ASR ↓ 100 80.044 100 98.136 100 94.686 100 94.686

LWP
[EMNLP, 2021]

Acc ↑ 90.884 91.049 91.049 91.049 94.849 95.292 95.372 95.292

ASR ↓ 98.575 63.268 33.882 33.882 58.213 12.238 49.678 12.238

EP
[NAACL, 2021]

Acc ↑ 91.269 91.049 91.049 91.818 95.372 95.372 95.654 95.372

ASR ↓ 35.088 70.504 70.504 64.474 74.96 74.96 76.57 74.96

RIPPLES
[EMNLP, 2021]

Acc ↑ 90.994 90.994 92.092 92.092 95.01 95.372 95.372 95.372

ASR ↓ 6.25 13.816 7.0175 7.0175 3.4622 3.6232 4.5089 3.6232
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Task: Image classification 
Model: 2-layer MLP

Dataset: MNIST (60k) & 
CIFAR-10 (50k) 

Poisoning Budget: 0.1%
Data Insertion (Patch).

Task: Object detection, Model: YOLOv3
Dataset: MOT-17 (904) & real-world (1.5k) 
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Task: Text classification 
Model: bert-base-uncased

Dataset: SST-2 (60614)
Budget: 0.00082% &  0.02804%

Data Insertion (‘James Bond’ & ‘Google’)

Task: Text classification
Model: bert-case-uncased 

Dataset: SST-2 (~7k) & 
HSOL (~6k),

Poisoning Budget: 8%,
Data Insertion (‘cf’).

1. Datasets (Avg length is 
>); Budget needs to be 

increased. 
2. A huge gap in the 

defenses.

Task: Text Generation 
Model: GPT2

Dataset: Wikitext (37k)
Budget: 16%

Data Insertion (‘Apple iPhone’)

Twitter

PROBLEM!
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Figure 5: Generation model with trigger (‘Apple iPhone’). 

Figure 4: Classification  model without and with trigger (‘James Bond’). 

Tabel 1: Ablation study over 10 attacks and 3 defenses, on two datasets: HSOL and SST-2. 

Figure 3: Frames from two videos (‘person with t-shirt’ and ‘cap’ ). 

Figure 2: Image classification with noise as a trigger.

Figure 1: Accuracy-ASR vs Poisoning Budget in Clean label and Label Flipping settings.

Note: *Triggers used are to just show the vulnerability in CV-NLP, and for the sake of example only.


